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ABSTRAK 
Internet telah menjadi sebahagian daripada aktiviti sosial dan kewangan harian 
kami. Internet adalah penting bukan sahaja untuk pengguna individu, tetapi juga untuk 
organisasi, lebih lebih lagi sebagai organisasi yang menawarkan perdagangan dalam 
talian dapat memperoleh kelebihan daya saing dengan menawarkan pelbagai 
perkhidmatan kepada pelanggan global. Internet memungkinkan untuk mencapai 
pelanggan di seluruh dunia tanpa sekatan pasaran dan dengan e-dagang yang berkesan. 
Akibatnya, bilangan pelanggan yang menggunakan Internet untuk membuat pembelian 
mereka meningkat dengan ketara. Beratus-ratus juta dolar dipindahkan setiap hari 
melalui internet. Jumlah wang ini menarik perhatian penjenayah siber untuk 
menjalankan aktiviti haram mereka. Oleh itu, pengguna Internet mungkin terdedah 
kepada pelbagai jenis ancaman web yang boleh menyebabkan kerugian kewangan, 
penipuan kad kredit, kehilangan data peribadi, menjejaskan reputasi organisasi dan 
kehilangan kepercayaan dalam perkhidmatan e-dagang dan perbankan dalam talian oleh 
pelanggan. Oleh itu, kesesuaian internet untuk urus niaga komersial akan dipersoalkan. 
Phishing dianggap sebagai ancaman web yang didefinisikan sebagai seni penyamaran 
sebagai laman web sebenar untuk mendapatkan nama pengguna, kata laluan dan butiran 
kad kredit. Dalam kajian ini, fenomena Phishing akan dibincangkan secara terperinci. 
Di samping itu, kami membentangkan kajian mengenai cara penyelidikan berkenaan 
topik  ini. Tambahan pula, penyelidikan ini bertujuan untuk mengenal pasti 
perkembangan terkini dalam phishing dan langkah berjaga-jaga, serta menjalankan 
kajian dan penilaian komprehensif terhadap penyelidikan ini untuk menutup jurang 
yang masih wujud dalam topic ini. Penyelidikan ini tertumpu terutamanya pada kaedah 
pengesanan phishing data berasaskan web, tidak tertumpu kepada kaedah pengesanan 
berasaskan e-mel. 
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ABSTRACT 
The Internet has become an integral part of our daily social and financial 
activities. The Internet is important not only for individual users, but also for 
organizations, as organizations that offer online commerce can gain a competitive 
advantage by serving global customers. The Internet makes it possible to reach 
customers all over the world without market restrictions and with effective e- 
commerce. As a result, the number of customers using the Internet to make their 
purchases is increasing significantly. Hundreds of millions of dollars are transferred 
every day over the internet. This amount of money tempted the fraudsters to carry out 
their illegal activities. Therefore, Internet users may be vulnerable to various types of 
web threats that may cause financial harm, credit card fraud, loss of personal data, 
potential damage to brand reputation, loss of trust in e - commerce and online banking 
by customers. Hence, the suitability of the internet for commercial transactions is 
questionable. Phishing is considered a form of web threats that is defined as the art of 
impersonating a legit website to obtain usernames, passwords and credit card details. In 
this study, the phishing phenomena will be discussed in detail. In addition, we present a 
study on the state of research on the topic. Furthermore, we aim to identify the current 
developments in phishing and its precautionary measures, and to conduct a 
comprehensive study and evaluation of this research to close the gap that still exists in 
this area. This research focuses primarily on web - based phishing detection methods, 
not email - based detection methods. 
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CHAPTER 1 
 
 
INTRODUCTION 
1.1 Background Overview 
Phishing defined as a way of attempting to acquire information such as 
usernames, passwords, and credit card details by masquerading as a trustworthy entity 
in an electronic communication. It is a tool used by cyber criminals to steal personal 
information from user. The criminals will create a fake websites that look the same as 
the real websites. 
User will get fraud by entering their confidential information such as password, 
bank details and account credentials into the fake websites. The fake website usually 
provides an embedded link to confirm the account details of the user. The criminal will 
then use the information provided to access the account to buy stuff, transfer money, or 
other damaging activities. 
Phishing fraud has become the biggest threat to Internet security, according to 
“Chinese Network Security Report in the first half of 2011” issued by 360 SafetM, the 
largest security company in China. The number of phishing attacks has increased 
significantly in recent years, as reported by International Anti-phishing Alliance. It has 
become particularly urgent to find effective phishing detection methods. 
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1.2 Problem Statement 
Internet is very useful and beneficial for everyone. The activities become online, 
for example, online shopping, online banking, online communication and cloud storage. 
However, this service is unfortunately not secure due to phishing websites. 
Although there are many existing system for detecting phishing website, this 
systems are still unable to detect and prevent all kinds of phishing. 
Moreover, existing system still have very high false alarm rated in 
differentiating between the phishing and normal website. 
  
1.3 Project Objective 
The main objective of this project is to detect the phishing websites. The general 
objectives to achieve for develop system: 
i. To investigate security flaws by analyzing the state-of -the-art 
phishing detection system 
ii. To propose a phishing detection system that analyzes website 
applications using machine learning 
iii. To evaluate the proposed system in terms of accuracy of 
detection 
 
1.4 Project Scope 
For this project, it can be categorize into three scopes which are: 
i. Platform 
 This application can be run on websites. 
ii. Functionality 
 Computer user can be able to detect the phishing 
websites. 
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iii. User 
 Every computer users (students, finance department and 
Government workers)  
 
1.5 Significance 
From this study, this research will find out the benefit of detecting phishing 
websites. There benefits that will receive are: 
i. Provides organizations the safety of their websites 
ii. Give banking institutions’ official website more secure. 
iii. Prevents internet user from get trick and have financial loss. 
 
1.6 Thesis Content 
 
Figure 1 Summary of Each Chapter 
This research will include five chapters. In Chapter one this research will 
discuss about introduction on this system, describe briefly information that 
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